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Phishing 
WWhen Cybermonsters attempt to deceive or trick you using 
malicious software to infect your electronic devices. 
Phishing is the activity of trying to catch “you” or trap you, 
to then steal data. The lure used is “malware” or malicious 
links for you to click on. Most phishing bait lives in your 
inbox when you get an email that claims to be from your 
bank, credit card company, official agencies, or other 
ininstitutions asking you to verify your identity or provide
your credentials.

1.

Ransomware
WWhen Cybermonsters lock your computer, information, 
data, or your network and leave a ransom note asking 
you to pay if you want to access your information again. 
This is one of the most lucrative forms of illegal 
business making, which surpasses billions of dollars 
every year.

2.

Synthetic Identity theft 
WWhen your personal information is stolen and used to 
impersonate you. The latest form of ID theft,  synthetic 
identity theft fraud combines advanced artificial 
intelligence (AI) with real information from social 
media, and with leaked data. Cybermonsters tend to go 
after children's profiles because there is no credit 
history so they can apply for credit cards or credit lines 
and and remain unnoticed.

3.

Social Engineering AKA 
Trying to trick you
TThis form of threat involves psychologically manipulating 
and deceiving people so they divulge confidential 
information including passwords, financial information, 
personal data, computer or electronic devices access, and 
more. Although social engineering includes phishing as 
one of the ways to manipulate people, there are many 
techniques Cybermonsters use apart
ffrom email.

4.

The Top Five Cyber Threats
Phone Scammers
When Cybermonsters call you pretending to be from a 
government entity, financial institution, or with the 
intention to trick you over the phone to divulge personal 
information or sign up for fake services.

5.

Be Intentional about how you use your technology, 
the kind of information you share, and what you click on. 
Do everything with a purpose and a goal in mind.

Be Aware of where you are online, the downloads you 
make, the type of websites you visit, and how you use 
passwords. Don’t zone out when making an important 
online decision, like making a purchase.

Be MindfulBe Mindful when you use your computer, phone, and 
electronic devices. Staying present when scrolling or 
posting on social media, answering the phone, or giving 
your personal information on a website can make a huge 
difference in your cyber safety.

How to protect from
cyber threats

Check if your email or phone number has been 
compromised in a data breach or hack. Checkout 
at https://haveibeenpwned.com/
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